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1
Decision/action requested

Endorse the proposal below: "The existing authorization methods in TS 33.501 are sufficient to address the Key Issues #28 and #30 in TR 33.855 on authorization of Subscribe-Notify interactions."
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3
Rationale

3.1
Introduction
In TR 33.855 [1], there are two key issues (#28, #30) and two solutions (#15, #35) on authorization of Subscribe-Notify interactions. In this discussion paper, we analyse the threats and requirements in the key issues, and whether the proposed solutions address the threats and requirements.
3.2
Threats and solutions

The threat in Key Issue #28 is: "If there is no specific an authorization mechanism for the delegated 'Subscribe-Notify' scenario, NF_A can invoke the subscribe service of NF_B on behalf of any NF. This may lead the unauthorized NF_C be able to use the service of NF_B." 

The threat in Key Issue #30 is: "If there is no specific an authorization mechanism for the 'Subscribe-Notify' scenario, NF_A could invoke the subscribe service of NF_B on behalf of any NF This may lead an unauthorized NF_C to receive the notification from NF_B, or to a reflected denial of service attack on NF_C."

The actual threat is not the invocation of the service on behalf of another network function, but 
-
Information Disclosure: a network function receives notifications that it is not authorized to receive, and

-
Denial of Service: a network function receives so many notifications that its functionality is impacted.

These threats are not addressed by Solutions #15 and #35. If a malicious network function NF_A wants to achieve that another network function NF_C receives notifications from NF_B, NF_A can also subscribe to the notifications from NF_B for itself and then forward the notifications to NF_C. The Information Disclosure threat is hence not addressed. Regarding the Denial of Service threat, it should not be the case that a (not misbehaving) network function NF_B sends so many notifications that they can impact another network functions functionality. A well-implemented NF_B should not behave in this way, and a well-implemented NF_C also should be able to deal with a large number of messages.

 3.3
Potential security requirements and solutions

The potential security requirement in Key Issue #28 is: "The 5G system shall support an authorization mechanism for the delegated 'Subscribe-Notify' scenarios, in which NF_A subscribes the service of NF_B on behalf of NF_C."

The potential security requirement in Key Issue #30 is: "The 5G system shall support an authorization mechanism for the non-delegated 'Subscribe-Notify' scenarios for the scenario that NF_A subscribes the service of NF_B for itself."

These security requirements are already addressed by existing security mechanisms. From Rel-15 on, TS 33.501 [2] specifies both static and token-based authorization methods. These apply for the Subscribe-Notify case as well.

4
Detailed proposal

Proposal: The existing authorization methods in TS 33.501 [2] are sufficient to address the Key Issues #28 and #30 in TR 33.855 [1] on authorization of Subscribe-Notify interactions.
